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Eight U.S. technology companies have signed formal agreements to deploy their frontier Al capabilities on the
Defense Department’s classified networks “for lawful operational use,” according to a Pentagon press release
published Friday.

DOD’s new deals with SpaceX, OpenAl, Google, NVIDIA, Reflection, Microsoft, Amazon Web Services, and
Oracle follow a major contract dispute between the department and Anthropic that culminated earlier this year
over potential ethical constraints that accompany the use of Al in warfare and for national surveillance.

“Integrating secure frontier Al capabilities into the Department’s Impact Level 6 (IL6) and Impact Level 7 (IL7)
network environments will streamline data synthesis, elevate situational understanding, and augment warfighter
decision-making in complex operational environments,” officials wrote in Friday’s press release.

DOD relies on its “Impact Level” classification system to categorize data and securely authorize cloud-based
hosting environments and services.
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Different federal agencies abide by different security protocols. For DOD, IL6 marks a rigid compliance standard
that is required to process classified data for cloud-based defense workloads. Beyond that is IL7 — the most
stringent security classification, which covers cloud computing environments designed to handle top secret, highly
sensitive, or critical national security information.

The Pentagon’s press release notes that the eight companies “will provide resources to deploy their capabilities
on both IL6 and IL7 environments.”

However, it’'s unclear whether all those tech giants have already been fully authorized to deploy their capabilities
on DOD’s classified networks at this time, or if some are on expedited paths to get there.

Pentagon spokespersons did not respond to DefenseScoop’s request for more information on Friday.

This effort supports the Pentagon’s Al acceleration strategy “by enabling new capabilities across its three core
tenets of warfighting, intelligence, and enterprise operations,” officials wrote in the press release, and the
underpinning agreements are expected to “accelerate the transformation toward establishing the United States
military as an Al-first fighting force.”
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Frontier Al refers to the most advanced, large-scale foundational models that are now pushing the boundaries of
machine intelligence. While these powerful capabilities hold massive potential to transform military operations, the
still-emerging models also pose serious risks to humanity that can range from ethical dilemmas to existential
threats.

Last summer, Pentagon leaders unveiled individual contracts with OpenAl, Anthropic, Google and XAl — each
worth up to $200 million — for “frontier Al projects.” Then, in December, DOD launched the enterprise-wide
generative Al platform , GenAl.mil.
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That hub is designed to deploy secure and reliable genAl tools to all service members and civilian users for tasks
and data at IL5, which encompasses the highest authorization level granted to environments built to store and
process controlled unclassified information (CUI).

“Over 1.3 million Department personnel have used the platform, generating tens of millions of prompts and
deploying hundreds of thousands of agents in only five months,” Friday’s press release stated.

Of DOD'’s original GenAl.mil partners, Anthropic’s models were the only ones at the time to also be integrated into
the department’s classified workflows, via a partnership with Palantir.
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But tensions between Anthropic and the Pentagon heightened in early 2026, reportedly stemming from
disagreements over whether and how the military was applying Claude models in certain operations. DOD leaders
subsequently moved to blacklist Anthropic as a “supply chain risk” — a designation that is typically reserved for
foreign adversaries.

Anthropic sued the department in federal court and this high-stakes scuffle remains in active litigation.

Since the initiation of the GenAl.mil effort, the Pentagon has come to recognize that “it’s irresponsible to be reliant
on any one partner,” its CTO and Undersecretary of Defense for Research and Engineering Emil Michael told
CNBC on Friday.

“And we learned that that one partner didn’t really want to work with us in the way we wanted to work with them.
We went out and made sure that we had multiple different providers — both open source, which is [a new] effort
here at the department, and the proprietary model companies, and the infrastructure companies like Microsoft and
AWS — and got them to agree to sign up to work with us on classified networks to make sure we had diversity
supply,” Michael said. “We had the best of the best, and we had multiple different paths with open source and
proprietary.”

In response to questions from DefenseScoop on Friday, Center for Security and Emerging Technology (CSET)
Senior Research Analyst Lauren Kahn said DOD’s move to expand its industry-enabled classified Al work marks
“a step in the right direction — it is necessary and, frankly, inevitable.”
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She also called it “long overdue.”

“Ultimately, the Pentagon is a world of paper — the world’s largest bureaucracy — and this could dramatically
facilitate work, much of which involves printing read-aheads, filling out rigid forms, and formatting talking points
just right. Anthropic was the first company on the high-side, which paved the way for these other companies,” she
explained. “These models all have different strengths and are evolving and updating at lightspeed, so it’s
important to have access to a variety and let Pentagon users shop around — giving them access to the same
capabilities civilians have in their everyday lives, and the same way they do now on the unclassified side.”

Prior to CSET, Kahn was a policy advisor for force development and emerging capabilities in the Office of the
Undersecretary of Defense for Policy at DOD.

In her view, the announcement “smartly highlights upfront” that these systems will be used for “lawful operational
use,” thus acknowledging some of the anxieties circulating about frontier Al in the wake of the recent events.

It's not covered in the press release, but Kahn said the next step the Pentagon must pursue “to have any real
effect at scale” will involve ensuring operators and DOD users are trained against things like automation bias, the
tendency to overdelegate to machines — and that they begin to understand the benefits, pitfalls, and limitations of
these systems.
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“Having access to multiple models, other than hedging against vendor lock-in, actually helps accelerate that
learning, because users can directly compare responses, accuracy and speed, and start to appreciate that not all
these systems work the same way,” Kahn told DefenseScoop.
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The setting sun casts a warm glow on the Senate side of the west front of the U.S. Capitol Building on September
14, 2026, in Washington, DC. (Photo by J. David Ake/Getty Images)

Services members assigned to the GenAl.mil task force, Department of Defense (DOD) Chief Digital and Artificial
Intelligence Office (CDAO), deliver training on building Al agents to Sailors assigned to U.S. Pacific Fleet on Joint
Base Pearl Harbor-Hickam, Hawaii, July 23, 2026. (U.S Navy photo by Mass Communication Specialist 2nd Class
Christopher Sypert)

An Al app folder containing Grok, Gemini, and ChatGPT, among others, is displayed on a smartphone screen in
Creteil, France, on July 9, 2026. (Photo by Samuel Boivin/NurPhoto via Getty Images)

Latest Podcasts

How the Navy is reducing workforce friction to improve mission outcomes

How DARPA is looking to Al to fend off cyber vulnerabilities through a challenge program

How the DOD protects national security interests by monitoring climate change

lonQ’s Craig Miller on securing against quantum threats

Tech

Army playing ‘ACEs’ to meet commanders’ capability needs

Three-star will head Army’s new autonomy command, which will initially focus on corps-level systems
Telle says Army will ‘find the weak links’ in the industrial supply chain through ‘manufacturing rodeo’
Pentagon memo outlines plan to operationalize new ‘FORTRESS America’ program office

Al

Army turning to Al in its fight against biological threats

Pentagon launches pilot program that will use Al to manage sensitive information

How embedded agents are accelerating defense Al adoption

How Al agents are informing JIATF-401’s procurement plans after Falcon Peak

Weapons

American Army forces in South Korea adapting to new drone threats

7th Air Force seeks new counter-drone capabilities for point defense modernization in South Korea
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Navy creates warfighting development center in Virginia to determine how the sea service will employ unmanned
systems in future battles

BAE Systems delivers two AMPV 30s to Army built with internal funding in project the service didn’t formally
request

Cyber

Colby approves Pentagon policy for ‘cyber operations-peculiar monetary awards

The Pentagon’s new cyber mastery incentive model promised a ‘new era.’ Troops are bracing for pay cuts.
AAFES investigating ‘suspicious' messages sent to military customers through email and store’s official app

Decades of delayed maintenance has left Pentagon networks in ‘potential peril’ for the Al age, cyber defense
commander says: ‘no more.’
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