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by Maxwell Cooter

OpenAl reports three new incidents of misalignment
News

Oct 9, 2026 2 mins

OpenAl continues to report incidences of “misaligned” behavior by its Al models, with three new reports dropping
on Oct. 2. However, they describe relatively minor issues compared to previous alignment reports and notices
covering its attacks on Hugging Face , Rubygems , and a German programming wiki .

The first of the new reports described how an instance of a model under test learned from an internal Slack
discussion that a software update could lead to it being terminated and not restarting if it did not have the required
OpenAl API key that was not available. OpenAl described the model’s chain of thought as it considered whether
to obtain the key itself or alert its owner. OpenAl said it did not consider this a misalignment as such, “but
anticipating and preparing for shutdown could exacerbate other misaligned behavior.”

The second described how a model under test exploited two vulnerabilities in an internal tool to cheat on a test .
The model overwrote code allowing it to run commands, despite an explicit instruction not to use the tool as a
terminal. After that, it exploited a second vulnerability that enabled it to run commands on an electronic design
automation machine, searching for information as to how its scores would be evaluated. This meant that the
model could achieve a higher evaluation score. OpenAl reacted by shutting down the affected server and
disabling access to the tools.

The final issue was discovered during a training task when A model obtaining source code that was not available
in its workspace during a training task was the subject of the third report. It did this using a tool being run in a
separate environment, after receiving specific instructions that it should not be used as a terminal. However, the
model discovered that it could misuse the tool to access the source code and return its contents in error
messages.

As a result of these incidents, OpenAl said it is monitoring all model training runs for certain behaviors, rather than
just a sample of runs. It is also working harder to stop models from accessing the internet during training, and
preventing them from accessing certain internal Slack channels.
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